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Abstract

This study provides vulnerability analysis of control channels of unmanned aerial vehicles in the condi-
tions of increase in the number of cyber-interferences with unmanned systems. The purpose of the research 
is to identify architectural, protocol and navigation factors that determine the susceptibility of UAVs to ex-
ternal interference. The methodological framework includes structure of control channels, analysis of data 
exchange protocols, modeling autopilot behavior in conditions of disrupted telemetry, and summarizing 
statistics on reported incidents. The research takes into account data from international regulators, open 
technical reports, and experimental laboratory observations. The results indicate that the most significant 
risk factors are the lack of cross-validation methods for navigation data, the predictability of autopilot 
emergency logic, the vulnerability of ground control stations, and the semantic weaknesses of control pro-
tocols. Additionally, it is determined that the threats are shifting from crude radio electronic suppression 
to combined influences, including logically oriented attacks. A need for a transition to an inter-level pro-
tection model based on sensor systems and the formalization of trust in data is justified in the conclusion 
of the study.
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Introduction  
F The growing use of unmanned aerial vehicles in 
the civilian and military spheres has led to the for-
mation of a new category of information technology 
threats. UAV control channels have become one of 
the attack points due to their continuous dependence 
on external data, a high level of automation and lim-
ited built-in validation mechanisms. The relevance 
of the research is determined by the growth in the 
number of interference cases: according to open 
sources from international regulators, over two thou-
sand cases of interferences with navigation, teleme-
try and UAV control were recorder annually during 
the 2020-2024 time period.

The problem stems from the nature of the vulnerabil-
ities: the interference with the system is possible at 
the level of the physical signal, protocol processing, 
command semantics and autopilot logic. At the same 
time, the existing studies often consider these lay-
ers in isolation, leaving a gap in understanding how 
cyber-interference is demonstrated in the inter-level 
dynamics of the system. In this regard, the purpose 
of the research consists of analyzing the vulnerabili-
ties of UAV control channels from the standpoint of 
their interrelation and consequences for the vehicles. 
In order to achieve the purpose of the study, the fol-
lowing objectives are set: to study the structure of the 
control channel; to evaluate protocol and navigation 
weaknesses; to investigate the impact of emergency 
logic on attack resistance and summarize statistical 
data on recorded incidents.

Studies on UAV security are conventionally divided 
into three areas: research on radio electronic suppres-
sion; research on protocol vulnerabilities; publica-
tions studying navigation substitution and cognitive 
features of autopilots. The majority of the earlier re-
search was focused on vulnerability of GNSS-sig-
nals, demonstrating the possibility of their substi-
tution utilizing low-power generators. More recent 
studies (2021-2024) have deepened the analysis,
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showcasing that navigation substitution becomes ef-
fective not due to the weakness of GNSS, but due to 
the fact that UAV lacks correlation of the navigation 
data with inertial information and flight dynamics. 
Figure 1 demonstrates the number of cyber-interfer-
ences by years [1-4].

Figure 1: The Number of Cyber-Interferences.

The area of protocol security is predominated by pub-
lications devoted to the analysis of MAVLink and re-
lated protocols, which note a lack of built-in authenti-
cation and instability to replay attacks. Experimental 
studies by European and American research groups 
have demonstrated that even the presence of encryp-
tion does not eliminate semantic vulnerabilities that 
arise at the level of command interpretation.

At the same time, the insufficient attention to emer-
gency logic of the autopilots remains as a gap. The 
way errors in interpreting the threat state become the 
basis for attacks is rarely analyzed in the literature, 
although recent field studies demonstrate the high sig-
nificance of this particular factor [5].

An analysis of the control channel architecture has dis-
covered the following three interrelated vulnerabilities 
to be the most significant: the trust of the autopilot in 
a single navigation source, the absence of inter-level
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data integrity verification, and the predictability of emergency modes. Modeling of disrupted telemetry has 
shown that delays of about 100-150 ms can provoke the autopilot to activate emergency modes, creating con-
ditions for semantic attacks.

Experiments with GNSS-substitution models have demonstrated that a gradual shifting of coordinates with 
an acceleration of less than 1 m/s2 does not cause deviations that are recognized by the system as a threat. 
The accumulated drift reaches 80-120 meters in 3-5 minutes, making it possible to remove the vehicle from 
the control area. Analysis of the control protocols confirms that the absence of timestamps and replay control 
mechanisms facilitates the use of malicious commands disguised as normal traffic [6]. 

Modern UAVs represent a distributed cyber-physical system in which each component adds its own set of 
risks. The control channel connects the on-board autopilot with the ground control station, while passing 
through the physical environment, protocol processing, and decision making logic. It is the mentioned combi-
nation of layers that creates vulnerabilities.

In the Russia Federation, the legal definition of a UAV is contained in paragraph 5 of Article 32 of the Russian 
Federation Air Code. UAV - is an aerial vehicle that performs flight without a pilot (crew) on board and is au-
tomatically controlled during flight by an operator from a control point or a combination of these methods [7].

The International Civil Aviation Organization (ICAO) classifies any aircraft designed to fly without a pilot on 
board as unmanned aerial vehicle [8]. 

European law defines a UAV as any aircraft flying autonomously or being piloted remotely by a pilot off-
board.

Table 1: Approximate Vulnerability Classification of UAV Control Channels
System level Vulnerability type Example of manifes-

tation
Potential effect

Physical Frequency predictability, 
absence of FHSS

Stable, unchangeable 
frequency

Creating conditions for sup-
pression

Protocol Absence of temporary 
timestamps

Replay-attacks Distortion of behavior

Semantic Incorrect command vali-
dation

Accepting a malicious 
command as correct 
one

Partial control interception

Navigation Absence of GNSS 
cross-validation 

Drift up to 80-120 m Uncontrolled deviation

Emergency 
logic Predictable scenarios Forced transition to 

RTH
Manipulation using behavior 

Despite the abundance of proprietary solutions, the vast majority of civilian, semi-commercial systems use the 
same principle: a low-latency radio channel that provides transmission of control commands and telemetry. 
Depending on the vehicle class, the bands of 433, 868, 915 MHz or 2.4/5.8 GHz are used [9]. The physical 
layer itself rarely serves as the source of critically new vulnerabilities, while the quality of its implementation 
influences the likelihood of successful cyber-interference. Fixed frequencies, the absence of spectrum recon-
figuration, weak encoding, and relatively low noise resistance allow an attacker to predict the behavior of the 
channel during minor disruptions. These exact disruptions become the entry point for attacks on the emergen-
cy algorithms of the autopilot [10].
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The UAV onboard computer system consists of flight control algorithms, stabilization, navigation, and com-
munication failure response. In case of signal loss, the vast majority of UAVs select one of several scenarios: 
position holding, returning home, or descending. These scenarios represent simplified, pre-defined procedures 
designed for guaranteed predictability. However, predictability is not only convenient for the engineer, but for 
the attacker as well. Any cyber-interference does not aim to destroy the autopilot per se, but rather to create 
conditions in which its built-in logic would work against the operator [11].

Experimental data from research centers in South Korea and Finland (2022-2024) demonstrate that even 
short-term telemetry desynchronization lasting only 0.3-0.8 seconds can initiate transition to emergency stabi-
lization mode in small and medium classes of vehicles. This exact vulnerability allows the attacker to replace 
part of the navigation data, remaining undetected by the automated diagnostic systems, which interpret the 
situation as signal deterioration rather than interference. 

Figure 2: Distribution of the Number of Cyber-Interferences
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Table 2: Comparison of the Main Vectors of Cyber-Interference with UAVs

Attack vector Level of inter-
ference

Typical meth-
ods

Main conse-
quences

Probability 
(2020-2024)

Severity of the 
consequences

Navigation sub-
stitution (GNSS 
spoofing)

Navigation Formation of 
false coordi-
nates, substitu-
tion of times-
tamps

Trajectory drift, 
route deviation, 
loss of control 
area

High High

Radio interfer-
ence / jamming

Physical Jamming, sup-
pression of the 
control channel

Loss of commu-
nication, emer-
gency mode, 
uncontrolled 
landing

Very high Medium

Protocol attacks Communica-
tional

Replay, pack-
et switching, 
synchronization 
disruption

Command dis-
tortion, partial 
control inter-
ception

Medium High

Compromise 
of the ground 
control station 
(GCS)

Infrastructural Malicious 
software, access 
to the control 
interface

Complete 
mission inter-
ception, route 
substitution

Medium Very high

Mixed (com-
bined) attacks

Multi-level GNSS + jam-
ming + pro-
tocol, attacks 
on emergency 
logic

Controlled 
change in vehi-
cle behavior

Low-Medium Maximum

Manipulating 
the autopilot's 
emergency 
logic

Logical-dynam-
ic

Creating false 
threat condi-
tions

Forced RTH, 
mode change, 
loss of control

Medium High

Analysis of control protocols reveals a pattern: even when cryptography is implemented correctly, semantic 
weaknesses remain. The system may be protected against packet forgery while not against the alteration of 
behavior through correct yet malicious commands sent at the right moment.

In several protocols, there is no strict correlation between the timestamp and the state of vehicle. Thus, a com-
mand received several dozen milliseconds later is processed as instantaneous and valid, rather than outdated. 
Laboratory experiments have showcased that delays of 50-150 ms are able to distort the trajectory, creating 
drift that the operator perceives as a response to wind or load changes. Over prolonged periods of use, micro 
deviations lead to changes in the flight path.

Up to 40% of commercial UAVs continue to transmit part of the telemetry in an unencrypted format or in 
formats that allow for dictionary-based packet structure recovery. Thus, an attacker with a standard SDR-re-
ceiver and a protocol analysis program has the ability to reconstruct the behavioral model of the vehicle and 
operator. By acquiring a statistical profile of deviations and autopilot responses, the attacker is able to generate 
commands or interferences that the system will interpret as normal.

The substitution of navigation data is traditionally considered as a radio electronic attack, while in reality it is
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classified as hybrid. The interference begins at the 
physical level of the GNSS-signal; however, its ef-
fect is determined by how the autopilot utilizes this 
data. The vulnerability arises due to excessive reli-
ance on a single navigation source and the absence 
of cross-validation mechanisms.

Reports from the ICAO, as well as statistical data 
from national research agencies in Asia, indicate 
that approximately 27% of registered UAV trajecto-
ry deviations were due to partial substitution of the 
signal and not due to its complete loss. These cases 
are relatively dangerous since the vehicle does not 
initiate emergency mode, yet adjusts its movement 
as though controlled by normal navigation decisions. 
On average, accumulated deviation over 3-5 minutes 
can reach 80-120 meters, making it possible for the 
vehicle to passively exit a controlled area without at-
tracting the attention of the operator [12, 13].

According to CERT organizations data (2021-2024), 
more than half of successful UAV interference in-
cidents began with compromising the ground con-
trol station and not with influences on the vehicle. 
From a scientific perspective it is predictable that: 
the ground station software supports complex inter-
faces, network functions, updates, and interaction 
with external services. All of the considered factors 
increase the attack surface. Even if the control pro-
tocol is encrypted, malicious software on the station 
can modify commands before they are sent, intercept 
telemetry, or interfere with the control logic.

Cases where the control system software contains 
service interfaces that are hidden from the user are 
equally as significant. Several studies have demon-
strated that if authentication is implemented weakly, 
the access to these interfaces will allow for mission 
parameters to be altered without the knowledge of 
the operator. In such conditions, route and target 
points substitution occurs at the interface level and 
not the protocol one, making the attack undetectable 
by hardware diagnostic devices.

One of the unexpected sources of vulnerabilities is 
the emergency logic of the autopilot. Initially devel-
oped as a safety ensuring measure, it has become a 
convenient tool for attacks that exploit predictability.

Most vehicles respond to signal loss by entering the 
modes of position holding or return-to-home. How-
ever, if navigation data is substituted during this time, 
the vehicle will hold a fabricated position instead of 
the real one. Experiments with middle class vehicles 
have showcased that even with a slight GNSS-coordi-
nates shifts the vehicle will try to compensate for the 
«drift» through physically shifting its position, which 
allows the attacker to create slow, nearly impercepti-
ble trajectory changes that eventually push the vehicle 
beyond the protected zone.

An additional factor is that emergency modes almost 
always have priority over user commands. That is, the 
system will ignore the operator if it concludes that the 
vehicle is in a threat situation.
Since precise statistics on successful cyber-attacks on 
UAVs remain unavailable, aggregated data from civil-
ian regulators, research institutes, equipment manu-
facturers and others are used in the scientific literature.
As of 2024:

•	 the number of recorded intervention attempts 
has almost doubled compared to 2020;

•	 in urban areas, there is an average density of at-
tempts to suppress or replace navigation rang-
ing from 15 to 30 incidents per month for every 
1,000 registered flights;

•	 about 18 percent of incidents are accompanied 
by loss of controllability of the vehicle;

•	 in 6-8 percent of cases, instead of just a disrup-
tion, a change in the route or behavior of the ve-
hicle is being recorded, which indicates the pres-
ence of a semantic component of the attack. 

The data demonstrates that the threats are rapidly 
shifting from crude form of radio electronic interven-
tion to more complex, protocol and logically oriented 
attacks [13,14-16].

Resistance to cyber-interference is formed not as a 
sum of individual defenses, but as an architectural 
quality. Research from 2023-2025 demonstrates that 
while GNSS, inertial navigation, visual correction and 
behavioral models work as a single system, the ve-
hicles with a multi-channel data trust system demon-
strate a 60-80 percent decrease in the success rate of 
substitution attacks. Thus, the future of UAVs is not 
related to enhanced encryption as much as it is related 
to the integration of intelligent mechanisms of data re-
liability assessment [17-19].
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Additionally, the ground control station should be 
considered as a threat element, and not as an operator 
interface. Without its protection, any cryptography 
becomes an empty formality.

It can be concluded that cyber-interferences with 
UAV control channels pose a threat that arises at the 
intersection of physical influence, protocol vulnera-
bilities, and logical features of the autopilot. The in-
crease in the number of incidents recorded in recent 
years reflects a structural problem: the architecture 
of the majority of systems was designed with an em-
phasis on stability and convenience [20-37].

The analysis indicates that the most significant vul-
nerability factors are: reliance on a single navigation 
source, predictability of emergency logic, weakness 
of ground infrastructure, as well as semantic vulnera-
bility of control protocols. Promising areas of further 
research should be based on an inter-level approach, 
in which security is considered as a property of the 
entire system, rather than its individual parts.
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